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Cyber attack on bank 
There is no shortage of crooks who are always there to commit frauds to enrich themselves at the 
cost of others. An unpleasant incident happened on the morning of October 27, 2018 when 
BankIslami came under cyber attack; it detected certain abnormal transactions valuing Rs 2.6 
million on one of its international payment card schemes. Initially, reports had suggested that the 
bank had lost about dollar 6 million but the officials in the bank said that the amount stolen was 
in Pak rupees. “We have checked almost all transactions after shutdown of international 
payments and are sure that Rs 2.6 million was the final figure that we lost,” confirmed the bank. 
The bank’s statement was credible since the link was disconnected between the international 
payment switch, the amount reported by International Payment Scheme via international 
transactions (dollar 6.1 million), was neither processed by bank’s system nor deducted from any 
customer account. However, there was absolutely no threat to bank’s other operations and all 
domestic ATM cash withdrawal transactions through biometric service were restored on the 
same day. Nonetheless, as a precautionary measure, all transactions routing through international 
payment scheme will be restored shortly once the bank is confident that all risks of unauthorised 
transactions have been mitigated. 
 
This is a classical example of a professional swindler or a team of unscrupulous elements who do 
not hesitate to exploit the opportunities provided by the new technologies meant to facilitate the 
financial institutions and for the convenience of customers. This also goes to show that risks to 
the system may increase with the introduction of new products because those who are out to 
cheat the system are usually one-step ahead of the regulators. Thankfully, the fraud at the 
BankIslami was detected in time, central bank was also alert to the situation and no major 
damage was done to any party. The BankIslami responded immediately by shutting down all 
international transactions originating from International Payment Scheme and signing out from 
inter-operability switch to avoid more financial losses. This may have inconvenienced genuine 
customers but was necessary under the circumstances. Moreover, the amount siphoned off was 
small. The BankIslami was, however, not aware from which country or place the hackers had 
launched the attack to steal the money but was in consultation with the IT experts to identify 
weaknesses in the system. The SBP called a meeting of the IT heads of all banks to discuss the 
issue and related risks to the card system the same day and urged upon all the banks for more 
measures to mitigate the risks emanating from card payment system and real time monitoring of 
card operations and transactions. Banks were also advised to continuously upgrade their IT 
systems particularly those related to payment system to meet any challenges in future. 
 
It may be mentioned that hackers were able to launch the attack despite the necessary guidelines 
by the SBP. Over the past few years, digital payment infrastructure in Pakistan has gradually 
evolved, encouraged by a rapid rise in branchless banking accounts called mobile wallets and a 



continuous increase in subscriptions of 3G/4G networks. In this connection, guidelines were also 
issued that ensure standardization of payment instruments and consumer protection through 
payment card security guidelines, security of internet banking, etc. There was also a presence of 
an inter-operable payment platform, where all banks are connected to various switches for 
services through SBP licensed Payment System Providers and Payment System Operators. 
Nonetheless, a small episode at BankIslami is a clear signal that both the SBP and commercial 
banks need to be more vigilant and recruit top professionals in the field in order to keep the 
updated system safe. This is necessary because it will be a tragedy if the confidence in the 
system is lost and public at large has doubts about the safety of their deposits. 


